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[bookmark: _Toc87786699]Abstract
[bookmark: _Hlk87782959]As cybercrime is on the rise, UK companies such as Petty Pills are currently facing serious cyber threats that threaten the security of customer information, manufacturing and storage and distribution of products. There are already loads of attack cases that prove that unauthorized criminals can access, steal, or manipulate important and sensitive data from protected networks using many different methods. This study aims to identify and demonstrate how Petty Pills can protect themselves from these cyber threats by defining what they are, the process to mitigate the risks, frameworks, as well as controls needed for Petty Pills to implement, who the cybercriminals are that, pose a threat, what the consequences are if steps aren’t taken to protect customer and company data, and how to recover from a disaster. This report paper reviews research that shows cyber security threats, risks, and solutions to ensure that Petty Pills is a secure company.
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[bookmark: _Toc87786700]Introduction
[bookmark: _Hlk87782977]In this current digital era, the risk of cyber security threats for a medium-sized company like Petty Pills especially since it is a pharmaceutical business is at an all-time high. 
An example of the kind of cyber threats that could apply to a medium-sized pharmaceutical business-like Petty Pills is the ransomware crypto-worm attack called WannaCry that affected the National Health Service (NHS) on the 12th of May 2017 but not just the NHS it was a global ransomware attack that also infected and affected over 200,000 computers in around 100 different countries and forced them out of their records and requested for $300 in a cryptocurrency bitcoin (Auditor General 2017). According to NHS England, at minimum 80 out of the 236 trusts were affected. The reason some trusts of the NHS were affected is because of the failure to patch and update their systems as well as too much reliance on old software, they also had a common vulnerability in their outdated Windows operating software which the WannaCry virus exploited (Auditor General 2017), Now how could this have been avoided? Well, one method would be updating their Windows regularly also by making sure they had a strong up to date firewall as the exploit that was used in the WannaCry ransomware was EternalBlue, which was developed by the National Security Agency (NSA) which targeted a vulnerability in Microsoft’s Server Message Block (SMB) protocol and then was leaked by the Shadow Brokers hacker group on April 14th 2017, in which Microsoft after one month patched the exploit. (Wikipedia Contributors 2019)
In today’s current cyber threat climate, it is a necessity for protection and cyber security enforcement to mitigate the risk of a breach, this is especially so for a pharmaceutical company like Petty Pills because the legal drug businesses have ridiculous amounts of money involved throughout the whole process of manufacturing, storage, distribution, sales, and marketing. In this report, I am going to explain the reasons why Petty Pills need to invest more into maintaining and securing customer information, by discussing how and why to protect, detect, identify, respond, and recover to cyber threats or data breaches. Also, to inform whilst, relating to how it affects Petty Pills and their sales and marketing team, and their need for understanding routine attack and defence methods.
[bookmark: _Toc87786701]Cyber Security concepts:	
[bookmark: _Toc87786702]NIST Cyber Security framework:
The NIST framework allows a company to implement a common language and systematic methodology for managing cyber security risks (Keller, N. 2018b). The framework can be customized to meet the company’s needs as it is designed to complement and provide structure, not replace a company’s risk management, and cyber security processes (Keller, N. 2018b). There are five functions involved in the frameworks core principles, they are listed below and are split up into proactive and reactive.
The five functions are important as they represent the primary pillars for comprehensive and successful cyber security arrangements. This will aid companies as it means they can express their risk management of cyber threats at a high level. (Keller, N. 2018a)
[bookmark: _Toc87786703]Proactive:
The proactive form of the framework is where a company like petty pills sets up security measures before any incident or breach has happened (Kwon and Johnson, 2014) and this is completed by implementing the three forms of proactive security below:
[bookmark: _Toc87786704]Identify:
The identify function of the framework helps in establishing a corporate awareness of how to manage cyber security risks to people, data, systems, assets, and capabilities. (Keller, N. 2018a) It is paramount that there is awareness of the business context and the resources that support these critical functions (Keller, N. 2018a) as it enables Petty Pills to focus and arrange its efforts to match up with its business demands and risk management plans.
Example outcomes:
· Establishing an asset management programme by identifying physical and software assets.
· Defining a Governance programme by identifying cybersecurity policies.
· Identify and develop an organization's risk management plan.
· Developing a supply chain risk management plan that includes priorities, limitations, risk tolerances, and assumptions to support risk management choices. (Keller, N. 2018a)
[bookmark: _Toc87786705]Protect:
The protect function of the framework gives a layout for appropriate security and enables Petty Pills to reduce or contain the effect of cyber security incidents and threats whilst also defining the protections for important service delivery. (Keller, N. 2018a)
Example outcomes:
· Protect the confidentiality, integrity, and availability of data by using data security measures
· Managing protective technology to assure that systems and assets are secure and resilient in accordance with business rules, procedures, and agreements.
· Providing awareness and training to employees inside the company to empower them.
· Use maintenance techniques to protect company resources (Keller, N. 2018a)
[bookmark: _Toc87786706]Detect:
The detect function of the framework specifies the applicable actions to identify and diagnose an incident of a cyber threat. Detecting a threat enables quick identification and response to cyber threats to Petty Pills. (Keller, N. 2018a)
Example outcomes:
· Ascertaining the detection of anomalies and events, as well as their potential effect
· Implementing security monitoring capabilities to observe cybersecurity threats and assess the efficiency of protective measures in place, such as network and physical activities
· Detection processes must be maintained to offer knowledge of unusual and unexpected cyber threats. (Keller, N. 2018a)
[bookmark: _Toc87786707]Reactive
The reactive form of the framework is where a company has security measures and methods in place for after an incident or breach has happened (Kwon and Johnson, 2014) this form of security can be done by implementing the two forms of reactive security below.
[bookmark: _Toc87786708]Respond:
The response function of the framework is where Petty Pills incorporates appropriate steps to intervene with an identified and detected cybersecurity incident. Being able to respond quickly to cybersecurity incidents adds a lot of capability to contain the impact. (Keller, N. 2018a)
Example outcomes:
· Ensure that response planning steps are carried out before, during, and after a cybersecurity incident.
· Managing the flow of information during and after an incident
· Examining the efficiency of response actions (Keller, N. 2018a)

[bookmark: _Toc87786709]Recover:
The recovery function of the framework defines suitable methods to manage plans for resilience and to rebuild any functions or services that were damaged due to a cyber-attack. Being able to recover quickly to normal fully functioning operations will heavily reduce the impact of a cyber-attack/incident. (Keller, N. 2018a)
Example outcomes:
· Make sure that the organization's recovery planning processes and procedures are implemented.
· Putting lessons learnt into practice
· During the recovery process, communication must be coordinated. (Keller, N. 2018a)

[bookmark: _Toc87786710]Cyber Criminals:
Who are cybercriminals?
Cybercriminals are individuals, organizations or opposing countries like Russia, China and North Korea that are looking to exploit security or human vulnerabilities to steal their data, money, or passwords. A few common cyber threats and methods that cybercriminals use include (National Crime Agency, 2021):
Distributed denial of service (DDoS) attacks – This is where a cybercriminal will hire someone with a botnet or infect other people’s computers with malware to create a botnet where they can ping the victim’s network with three different types of attacks, volume-based, protocol or application-layer attacks. Large scale DDoS attacks can be measured by their traffic in which can go into hundreds of Gigabits a second. Normal networks cannot handle that large number of bits, packets or requests per second causing the network to shut down. (TutorialsPoint, 2021)
Phishing/Spear Phishing – This is where a person, bot or criminal cyber gang impersonates a reputable company and contacts a target or targets by email, phone, or text message to trick them into divulging sensitive information such as personal information, banking and credit card information, and passwords (Phishing.org, 2019). Spear Phishing is just like normal Phishing however just more highly targeted, more effective, and harder to prevent due to them already having some data on either the person or company they are targeting making them look more legitimate. Spear Phishing is more direct and focused on one target whereas Phishing is where threats are sent like a blanket to multiple victims (Fortinet, 2020).
Malicious software – such as ransomware where criminals encrypt files and won’t decrypt them until they receive money through any means but is mainly through cryptocurrencies as it's difficult to track the blockchain since there is so much data on the blockchains.
Why are cybercriminals a threat to Petty Pills?
Petty Pills is a medium-sized pharmaceutical company and there is nothing more that cybercriminals want than data, drugs, and money. It’s not just the stand-alone cybercriminals that Petty Pills should be worried about it's also the cybercrime groups coming from different countries like Russia, China and North Korea that regularly try to attack companies based in the UK or US. Some examples of cybercrime groups that attack our homes or allies are:
APT19 – “Chinese threat group that targeted defence, finance, energy, pharmaceutical, telecommunications, high tech, education, manufacturing, and legal services.” (Mitre Attack, 2020)
Turla – “Turla is a Russian-based threat group that has infected victims in over 45 countries, spanning a range of industries including government, embassies, military, education, research and pharmaceutical companies since 2004.” (Mitre Attack, 2020)
[bookmark: _Toc87786711]Cyber Security significance:
Cyber security in this modern era is crucial because of the worldwide adoption of technology like smartphones, computers and the internet making it such a fundamental part of our lives, so much so most people would struggle without it. Using online banking, e-mails and social media comes with cyber threats and risks so it’s more important now than ever to protect and secure accounts, data, and devices by knowing and making the correct steps and mitigations. (National Cyber Security Centre, 2020)
[bookmark: _Toc87786712]Defence in Depth:
The concept defence in depth is where a list of security protocols and controls are layered all over a computer network to make sure that the networks integrity and privacy are not compromised. The whole point of defence in depth is to make sure a company such as Petty Pills is protected against a large wide variety of cyber threats whilst also making sure redundancy is integrated to avoid a system failing or having a vulnerability. (Heimdal Security, 2021)
Defence in depth comes from the ancient military strategy that has the same name, most famously used by Carthaginian general Hannibal Barca as well as the Late Roman army. The battle tactic was meant to slow down an attack by using multiple lines of defence instead of just one strong line of defence. (Heimdal Security, 2021)
The cyber security functions of defence in depth are split into two groups security layers and control layers. The security layers are: “system monitoring, access measures, data protection, endpoint protection, and network protection” (Heimdal Security, 2021). Regarding the control layers they are below:
[bookmark: _Toc87786713]Cyber Security Controls:
Controls in cyber security are made to respond against cyber threats in any application, system or environment, these controls either remove, counter, or mitigate these threats. Controls must be designed, implemented, and assessed. Controls are technology, process, policy, logical, physical, and administrative. (Muckin, M. and Fitch, S. 2019)
[bookmark: _Toc87786714]Physical:
Physical security controls comprise of locks, security guards, access cards, perimeter fencing, motion sensors, CCTV cameras and biometric access controls (IBM, 2019b). I strongly suggest that Petty Pills implements all these physical security controls because no matter how strong your security is digitally, all it takes is one tech-savvy person with a USB rubber ducky (containing malware/ransomware) to walk into the Petty Pills headquarters and compromise all the company’s security and gain access or encrypt their systems, databases, and passwords etc.
[bookmark: _Toc87786715]Technical:
Technical security controls based on NIST SP800-53 guidelines comprise of System and communication protection (SC-34), Audit and accountability (AU-14), Access control (AC-19), Identification and Authentication (IA-8) (NIST, 2020). The technical controls need to be practical, customized, and measured corresponding to companies’ business requirements and environments. A risk management approach is necessary to be able to identify the relevant security controls. Threat and vulnerability assessments need to be completed. As well as, analysing the impact and risk exposure to regulate the prioritization of the technical security controls. (Azuwa et al., 2012)
[bookmark: _Toc87786716]Procedural:
Procedural security controls mitigate identified threats by using procedures, guidelines, and policies for employees to follow. Examples of this would be to ensure that all employees should get education and training on cyber threats and how to protect themselves and the company, avoid pop-ups, unknown emails and links, use strong passwords and two-factor authentication, enable firewalls at work and home, install security software, regularly update operating systems, back up your files, talk to your company’s IT department if you want to bring your own device (BYOD) and contact them if you see any potential phishing emails or texts, and also make sure you connect to secure Wi-Fi if its public use a virtual private network especially if you are working away from the office.
[bookmark: _Toc87786717]Legal:
Legal controls exist to make sure that companies just like Petty Pills ensure compliance with the relevant laws, this is made a bit more difficult since in the UK there is no single overall cyber security law. The laws in the UK do enforce cyber security liability, companies are allowed the flexibility regarding how they comply with the laws, this is crucial as the cyber threats to companies are always rapidly changing and evolving. Companies should employ their resources in a way that makes sure that the defence techniques that are used for the highest priority identify threats and vulnerabilities. The laws don’t sanction companies for being a victim of cyber-attacks, instead, they sanction a company that has been unsuccessful in implementing cyber security defences, mitigations, and responses to threats/attacks. (Whitecase, 2019) The legislative measures applicable to UK companies are:
General Data Protection Regulation (GDPR) 2018:
· “Use personal data must in line with integrity friendly principles”. (GDPRsummary, 2021)
· Companies need to be honest and open about how they use customer data, as their customers have the right to know how their data is being used and stored. 
· Companies should only store data if it is necessary 
· How companies handle their data and make sure that it is secure. (GDPRsummary, 2021)
· “Use of personal data must be legal.” (GDPRsummary, 2021)
· GDPR defines six different ways to stick to the legal basis (as an example consent or contract). If those are not met and they are processing your data not based on those then it’s not lawful. (GDPRsummary, 2021)
· “Use of personal data must be respectful to the individuals’ rights.” (GDPRsummary, 2021)
· GDPR grants everyone the rights to their personal data, they have the right to request access to their personal data and how the company storing their data is using it. (GDPRsummary, 2021)
· “Personal data breaches must be reported within 72 hours.” (GDPRsummary, 2021)
· GDPR ensures that if someone’s personal data is accessed, changed, disclosed, or stolen the company is responsible to act and report to the authorities and each affected person within 72 hours. (GDPRsummary, 2021)
· “Businesses are responsible for their suppliers.” (GDPRsummary, 2021)
· The controller is obligated to regulate their suppliers to make sure that it follows the GDPR laws. If the supplier puts the data at risk the controller will be responsible. (GDPRsummary, 2021)
· “The size of the sanctions is significant.” (GDPRsummary, 2021)
· Companies that breach the GDPR laws could face sanctions of up to 4% of their global sales for the last 12 months or €20 million - £17 million. (GDPRsummary, 2021)

Data Protection Act 2018: (UK Gov, 2018)
[bookmark: _Hlk87784902]The Data Protection Act of 2018 has six main principles: 
· Principle one:
· “The processing of personal data for any of the law enforcement purposes must be lawful and fair.” (UK Gov, 2018)
· Principle Two:
· “The law enforcement purpose for which personal data is collected on any occasion must be specified, explicit and legitimate, and personal data so collected must not be processed in a manner that is incompatible with the purpose for which it was collected.” (UK Gov, 2018)
· Principle Three:
· “The third data protection principle is that personal data processed for any of the law enforcement purposes must be adequate, relevant and not excessive in relation to the purpose for which it is processed.”  (UK Gov, 2018)
· Principle Four:
· “Personal data processed for any of the law enforcement purposes must be accurate and, where necessary, kept up to date, and every reasonable step must be taken to ensure that personal data that is inaccurate, having regard to the law enforcement purpose for which it is processed, is erased or rectified without delay.” (UK Gov, 2018)
· Principle Five:
· “Personal data processed for any of the law enforcement purposes must be kept for no longer than is necessary for the purpose for which it is processed. Appropriate time limits must be established for the periodic review of the need for the continued storage of personal data” (UK Gov, 2018)
· Principle Six:
· “Personal data processed for any of the law enforcement purposes must be so processed in a manner that ensures appropriate security of the personal data, using appropriate technical or organisational measures (and, in this principle, “appropriate security” includes protection against unauthorised or unlawful processing and against accidental loss, destruction or damage).” (UK Gov, 2018)

Network and Information Security Regulations 2018 (NIS): (ICO, 2018)
· “NIS is intended to establish a common level of security for network and information systems. These systems play a vital role in the economy and wider society, and NIS aims to address the threats posed to them from a range of areas, most notably cyber-attacks.” (ICO, 2018)
· “Although NIS primarily concerns cybersecurity measures, it also covers physical and environmental factors.” (ICO, 2018)
· “NIS applies to two groups of organisations: ‘operators of essential services (OES) and ‘relevant digital service providers’ (RDSPs). This guide provides details about the requirements NIS places on RDSPs. Although aimed at RDSPs, it may also be useful for OES.” (ICO, 2018)
· “There is a general exemption for digital services that are small and micro-businesses, unless they are part of a larger group or are controlled by larger organisations.” (ICO, 2018)
· “The ICO is the ‘competent authority’ for RDSPs. We have a range of powers that we can use to enforce NIS, including issuing fines of up to £17 million in the most serious cases.” (ICO, 2018)
[bookmark: _Toc87786718]Disaster recovery:
Disaster recovery (DR) is where the best procedures and practices are put in place to prevent and minimize data loss and disruption to business flow from a disastrous event such as natural disasters, cyberattacks, power outages, criminal or military attacks and civil emergencies. (IBM, 2019a)
A lot of small and medium-sized companies similar to Petty Pills tend to ignore the development of a good practicable and reliable DR plan, as without it a company will not be able to cope with a major disruptive event. (IBM, 2019a)
According to IBM, Infrastructure failure could cost up to $100,000 per hour and critical application failure could cost anywhere between $500,000 to $1,000,000 per hour. Higher than 40% of small businesses cannot open again after experiencing any form of disaster and even if they do manage to re-open after 25% will not succeed in the first year after a crisis. So, this means that a disaster recovery plan is great mitigation to reduce these risks. (IBM, 2019a)
Disaster recovery plans comprise of planning, deploying useful technology, strategizing, continuous testing and maintaining regular backups of company data being a crucial part of disaster recovery. DR also includes the means to make sure that the company has enough storage space and computational power available to be able to sustain and manage robust failover and failback procedures. (IBM, 2019a)
Failovers are the action of moving the workloads to a backup so that the user experience and production process are not disturbed. Failback is where a company just switches back to the original system. (IBM, 2019a)
Risk and business impact analysis is a big part of disaster recovery, so much so that a good comprehensive disaster recovery plan requires and begins with a business impact analysis, to do this a company needs to create a list of detailed disaster situations so that they can be used to declare a size and scope of the potential losses that the company may incur. This enables companies to be able to identify what are the most critical areas and functions of the company and allow them to determine the amount of downtime each function can tolerate. For risk analysis, this is where a company need to assess how likely as well as the possible consequences of the risk that the company could get presented to them. Since cyberattacks, malware, and ransomware have become more frequent, and rampant it is important to have a general understanding of the cybersecurity risks that all businesses must confront in these modern days of technology, along with the risks which are specific to their industry and location. (IBM, 2019a)
[bookmark: _Toc87786719]Advanced Persistent Threats:
Advanced persistent threats or also known as APTs are complicated, refined and sustained cyberattacks where a cybercriminal establishes an undiscovered presence in a network so that they can steal important and sensitive data over a long period of time. APTs are carefully thought out and designed to penetrate specific organizations and avoid pre-existing security without attracting any notice. (Crowdstrike, 2021)
APT attacks usually are executed by well-funded, experienced teams of cybercriminals that target high-value businesses and have spent loads of time and resources to identify vulnerabilities within the business. The goals of the criminals executing APTs are Cyberespionage (state secrets or intellectual property theft), Financial gain, Hacktivism, or destruction. (Crowdstrike, 2021)
For Petty Pills to be able to prevent, detect and resolve an APT attack, it is important to know how they work, most APTs go through the same life cycle of penetrating a network, expanding their system privileges and access to achieve the purpose of the attack, which is usually stealing company or governments important data. (Crowdstrike, 2021)
Stage 1:
The first stage of an APT is infiltration, often they gain access through social engineering techniques and spear-phishing emails that target people high up in the company, generally using information obtained from another employee that may have already been compromised due to either a phishing attack or spear-phishing attack. (Crowdstrike, 2021)
Stage 2:
The second stage of an APT is escalation and lateral movement, the second stage starts after they have penetrated the network and gained access, the attackers will install malware onto the companies’ network and start expanding by moving laterally to map the company’s network and gather important credentials like account names and passwords to gain access to important data. (Crowdstrike, 2021)
Cybercriminals could also create a backdoor that will allow them to bypass their way undetected into the network later. Cybercriminals may also establish many other entry points to make sure they can continue attacking if one of the vulnerabilities that the criminals are exploiting to get in, gets discovered and patched. (Crowdstrike, 2021)
Stage 3:
The third stage of an APT is exfiltration or extraction of data, criminals do this by storing stolen data in a secure place in the victim companies’ network till they have enough of the data they want, and then exfiltrate the data without being detected. Cybercriminals could use a DDoS attack whilst they are extracting the data so that the network remains compromised for the victim company. (Crowdstrike, 2021)
CrowdStrike tracks over 150 APT nation-states, cybercriminals and hacktivists and created a useful naming system for the state-sponsored hackers: “BEAR” refers to Russia, “CHOLLIMA” to North Korea, “PANDA” to China and “KITTEN” to Iran. “SPIDER” is used for cybercriminals who are not state-sponsored. (Crowdstrike, 2021)
The main APT target industries are Financial Services, Healthcare, Manufacturing, Telecommunications, and Aviation. I am only going to go into detail on Health Care and Manufacturing as they are relevant to Petty Pills.
Healthcare: Covid-19 started a huge wave of cybercrime from both hacktivist groups and opposing nation-states by exploiting the uncertainty around the whole pandemic to create spam campaigns or gather new scientific data that may help governments with their Covid-19 response and vaccine development (Crowdstrike, 2021)
Manufacturing: Manufacturers tend to have lots of valuable intellectual property and data which makes them a massive target for APT attacks trying to follow through with economic espionage (Crowdstrike, 2021), this is important because it means that Petty Pills would be a target for cyber gangs to carry out APT attacks since they are, a medium-sized pharmaceutical company that also manufactures their products at a “largely autonomous” level.
[bookmark: _Toc87786720]Conclusion:
So why does all this matter to Petty Pills? Well, I have defined methods that can be implemented to help with the cyber defence of businesses to be able to defend properly against cyber-attacks and threats, companies also need to know how criminals might attack, as the best defence is an offence. I explained a few methods, exploits and vulnerabilities that cybercriminals use to attack companies, I would love to be able to write more and go in-depth about different types of cyber-attacks; what they are, how they work, what risks they pose to companies, and how to avoid and mitigate the attacks. However, there are simply too many different types of attacks to cover. In the context of this case study report, there is a big need to link back to what cyber defence, frameworks, controls, disaster recovery, and risk management, that Petty Pills can implement to ensure that they comply with the laws, that if a breach happens and the laws are not complied with, this would cost the company greatly and cause significant damages such as; loss of brand image, loss of finance, loss of critical services, and products. In this report, I explained how to prevent, reduce, set up contingency plans, and recovery plans for if a threat turns into an advanced persistent attack, and causes Petty Pills to get breached and data leaked. This report also explains who, and what cyber-criminals are as well as their motivations for committing cybercrime, mainly monetary incentives and company or governments sensitive data so they can extort them for money, alongside a lot of political reasons from opposing nation-states or anti-establishment hacktivists. This report could be furthered by discussing defence-in-depth more by going into further detail into the security layers: system monitoring, access measures, data protection, endpoint protection, and network protection. The report could also be further improved by discussing the legal form of advanced persistent threat, known as a penetration-test which is where companies pay for the analysis and testing of the security of networks, digital, and physical security. 
This report covered a decent number of attacks, defences, and procedures that Petty Pills needs to implement that enables them to protect their customer data, company data, internal, external systems, business processes, financial processes, company image, critical services and products whilst making sure they are legally compliant and following the correct regulations. However, because cybersecurity, cybercriminals, and threats are forever evolving, what has been described in this report will not be full proof but will enable a lot more protection and prevention, than if they didn’t have any knowledge or procedures in place to know how to deal with a cyber threat or attack. These procedures ensure that Petty Pills manufacturing, storage, distribution, sales, and marketing are all not disrupted, and can run smoothly at full operation, as well as if a disaster did happen, they would know how to deal and recover from such an incident or attack. The last thing that I wanted to discuss, to further this report would be cyber defence points, data, devices, applications, systems, and networks; regarding how to set up a suitable defence for each layer, for example, to protect data, encrypt the data so that it can’t be accessed, changed, disclosed, or stolen.
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